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epCcoHAIbHBIX JAaHHBIX NPH HX 00paboTKe
B HH(pOpMaUHOHHOH cHCTEME NePCOHAIBHBIX JaHHBIX

. OBIME IIOJIOKEHUSA

Hacrosmee ITonoxkenne o6 obecneuenny (e30macHOCTH MEPCOHAIBHBIX AAHHBIX Mpu obpabotke B
WH(OPMALMOHHOM CHCTEMe IepCOHANbHBIX NaHHBIX (mamee — Ilonmoxerwe) MyHHIMIATBHOTO
GiomkeTHOrO 06MIe06pasoBaTenbHoro yupexnenns «OcHoBHas obmeobpasoparensHas wKona Ne 16»
(nanee — MBOY r. Actpaxanu «OOILl Ne 16») paspaGoraHo B coorseTcTBuH ¢ IlocTaHOBIEHHEM
Ipasurensctea PO or 17.11.2007r. Ne 781 «OG yrsepiaenuu mnonokenns o6 obecneuennunu
6€30MaCHOCTH NEPCOHATBHBIX AAHHBIX NPH HX 06paboTke B HHPOPMALMOHHBIX CHCTEMAaX MEPCOHANBHBIX
naHHbXy, ITonokeHHeM «o6 ofecrieueHun 6e30MacHOCTH MePCOHATBHBIX JaHHBIX B HH(OPMALHOHHBIX
cHCTEMaX TEpCOHAIBHBIX [AHHBIX YTpaBieHHA 00pa3soBaHHA aIMMHHCTPALMH MYHHLMNATBLHOrO
obpasosanmus «I'opox AcTpaxaHby.
I.1. Hacrosmee ITonoxenue ycranapmuaer TpeGoBanus k obecriedeHHI0 630MacHOCTH epCOHABHBIX
JaHHBIX TP UX 06paboTke B HHPOPMALIMOHHBIX CHCTeMaX NepcoHatbHbIX AaHHEX MBOY r. AcTpaxanH
«OOLL Ne 16», npeacTapasiowx co6oi COBOKYIHOCTB EPCOHATBHEIX JaHHBIX, COZIEpKalluXCs B Gasax
naunsix MBOY r. Actpaxanu «OOLL Ne 16», a Takke HHOOPMAITMOHHBIX TEXHOJIOIHH H TEXHHYECKHX
CPE/ICTB, MO3BOJIIOUIMX OCYLIECTBIATH 06pabOTKY TAKMX MEPCOHAIBHBIX HAHHBIX C HCIOIB30BAHHEM
CpeJICTB aBTOMATH3ALMH (Haiee - HHYOPMAUHOHHBIE CHCTEMBI).
1.2. TToz TeXHHYECKMMHU CPEACTBAMH, TIO3BOJIAIOLIMMH OCYLIECTBIIATE 00paboTKy NepCOHAIBHBIX JaHHbIX,
TOHMMAIOTCS CPEACTBA BEIYMCIMTENBHON TEXHHKH, HH(OPMAIMOHHO-BBHIYHC/IUTE/IBHBIE KOMIUIEKCE H
CETH, CPeACTBAa M CHCTEMBI MepefadH, npHeMa M o0pabOTKHM NepcoHalbHBIX HaHHBIX, NPOrpaMMHbIE
CpE/ICTBA, CPEACTBA 3ALUKMTEl HHOPMALHH, IPHMEHAEMBIE B HHQOPMALMOHHBIX CHCTEMaX.

~ II. TEPMHHBI A OIIPE/IEJIEHHS:
IL.1. TlepcoHanbHble HaHHble - JK06as HHQOpMALMA, OTHOCAAACA K TNPAMO WIM KOCBEHHO
OMpe/IeNieHHOMY HJIH ompeziensieMoMy du3HdecKoMy JHLY (CyOBeKTy NepcoHalbHbIX AaHHBIX) (cT. 3 O3
P® 07 27.07.2006 1. N 152-03 «O epcoHATBHEIX JAHHEIX).
11.2. UuopmaumonHas cucrema nepcoHatbHbX AaHHBIX (MCII/IH) - COBOKYMHOCTB CONEpHalMXCs B
6a3aX JaHHBIX MEPCOHANBHBIX MAAHHBIX M ODECTeYMBAIOIMX HX 00paboTKy WH(OPMALMOHHBIX
TEXHONOTHH U TexHuueckux cpenacts (cr. 3 ®3 PO or 27.07.2006 r. N 152-03 «O mepcoHaNbHBIX
JaHHBIXY).
I1.3. O6paboTka MepCOHANBHBIX AaHHBIX - /0foe JeficTBhe (Omepallia) HIH COBOKYMHOCTh NEHCTBHI
(onepauuif), COBEPIIAEMBIX C HCTIO/IB30BAHHEM CPEJICTB ABTOMATH3ALMH MM (€3 HCTONIB30BAHHS TAKHX
CPEICTB C MepCOHANLHBIMU JAHHBIMH, BKIIOYas cOOP, 3aIKCh, CHCTEMATH3aLHIO, HAKOIUICHHE, XPaHEHHE,
yrounenue (0GHOBIEHME, M3MEHEHHe), HM3BIEYEHHe, HCIIONb30BaHHME, Nepefady (pacrpocTpaHeHwe,
npeaocTaBieHue, AocTym), ofe3nHunBaHue, GIOKMPOBAHME, yHaleHHe, YHHYTOXKEHHE IMEPCOHAIBHBIX
nanuslx (cr. 3 ®3 PO o1 27.07.2006 r. N 152-03 «O nepcoHatbHbIX JaHHBIXY).
I1.4. PacripocTpaHeHHe NepCOHAIbHBIX JaHHBIX - ACHCTBHA, HaIpaB/IeHHbIC Ha PaCKPBITHE IEPCOHATBHBIX
JAHHBIX HeompezeneHHoMmy kpyry juu (cr. 3 O3 P® ot 27.07.2006 r. N 152-@3 «O nepcoHanbHbIX
JaHHBIX?).
II.5. VHHYTOXEHHE MEPCOHANBHBIX MAHHBIX - MEHCTBHA, B pE3yJbTaTe KOTOPBIX CTAHOBHTCA
HEBO3MOKHBIM BOCCTAHOBHTH COAEPYKAHHE [IEPCOHATBHBIX JaHHBIX B HH)OPMALMOHHOH CHCTEMe

. h



MIePCOHANIFHBIX TaHHBIX U (WIN) B pe3yJIbTaTe KOTOPBIX YHUUTOXKAIOTCSA MaTepHaibHbIe HOCUTEIH
MepCOHABHBIX JaHHBIX (cT. 3 @3 P® ot 27.07.2006 r. N 152-D3 «O niepcoHaNbHBIX TaHHBIX).

III. OCOBEHHOCTHU OBECIIEYEHHUS BE3ONNACHOCTHU NEPCOHAJIBHBIX JAHHBIX
P UX OBPABOTKE B MH®OPMALIMOHHOM CUCTEME IMMEPCOHAJIbHBIX TAHHBIX
II1.1. be3omacHOCTh MEPCOHANBHBIX JTAHHBIX JOCTUTAETCS MyTeM HCKIIOUCHHS] HECAaHKIIMOHUPOBAHHOTO, B
TOM 4HCJE CIydallHOro, JOCTyNa K IEpPCOHAIbHBIM JaHHBIM, PE3yJbTaTOM KOTOPOTO MOJKET CTaTh
YHUYTOKEHHE, U3MEHEHHUe, OJIOKUpOBaHUE, KOMMPOBAHUE, PACTIPOCTPaHEHUE MEPCOHANBHBIX AaHHBIX, a
TaKX€ MHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBUI.

III.2. bBe3omacHOCTh TEpPCOHANBHBIX JMAaHHBIX MpH HX 00paboTke B WHGOPMAIMOHHBIX CHCTEMaXx
o0ecrieymBaeTcsl C TOMOINBIO  CHUCTEMBI  3aIIUTHl  NEPCOHANBHBIX  JAaHHBIX,  BKIIIOYAIONIEH
OpraHM3allMOHHBIE MeEpBl W CpeAcTBa 3ammThl HHGQOpMamuu (B TOM dHwncie Mmu(pOBATHHBIE
(xpunrorpaduuecKkue) CpeAcTBa, CPEACTBA MPENOTBPALICHNS HECAHKIIMOHUPOBAHHOTO JOCTYIA, YTEUKU
WHQOPMAIIMH 0 TEXHHYECKMM KaHallaM, MPOrPAMMHO-TEXHHUYECKHX BO3JICHCTBUII Ha TEXHUYECKHE
cpenctBa 00pabOTKH MEPCOHATBHBIX JaHHBIX), & TaKKe HCIOJb3yeMble B MH(POPMAIMOHHOH CHCTEME
uH(QOpMaIMOHHbIE TEXHOJIOTHH. TeXHWUYECKHEe M TPOTrpPaMMHBIC CPEICTBAa JOJDKHBI YJOBJIECTBOPSATDH
yCTaHAaBIMBAEMBIM B COOTBETCTBHM C 3aKOHOJATEIbCTBOM Poccuiickoii ®exmepanuu TpeOOBaHHSM,
o0ecreurBaroIuM 3aIIUTy HHPOPMAIIUH.

II1.3. PaboTsl o obecnieueHro 0€30MaCHOCTH MIEPCOHANILHBIX JIaHHBIX MPU UX 00pabOTKE B
WHQOPMAIIMOHHBIX CHCTEMaX SBIIIFOTCS HEOTHEMIIEMOH YacThIO paboT IO CO3/1aHHI0 HH(POPMAIIMOHHBIX
CHCTEM.

I11.4. CpenctBa 3amuThl HHGOPMAIIHUH, IPUMEHsIEMbIC B MHPOPMAIMOHHBIX CUCTEMaX, B 0053aTeIbHOM
MOPSAIKE TPOXOAAT MPOIETypPy OIICHKH COOTBETCTBHSI B YCTAHOBICHHOM 3aKOHOM ITOPSIKE.

1L.5. Uudopmarmonnsie cuctembl B MBOVY 1. Actpaxanu «OOII Ne 16» kimaccupuuupyroTcs Ha
ocHOBaHMHM Tpukaza nupekropa MBOY r. Actpaxanu «OOL Ne 16», B coorBerctBum ¢ «llopsimkom
MpoBeNeHud Kiaccu(ukanmui HWH(POPMAIMOHHBIX CHCTEM II€PCOHANBHBIX MaHHBIX», YTBEPKICHHBIM
mpukazom PCTIK Poccun, ®Cb Poccun, Munnnpopmcessun Poccun ot 13 deBpans 2008 r. Ne
55/86/20, B

3aBUCHMOCTH OT 00beMa 00padaTbiBaeMbIX UMH MEPCOHANBHBIX JaHHBIX U YTPO3 0€30MaCHOCTH
KM3HEHHO BaKHBIM HMHTEpECaM JINYHOCTH, OOLIECTBA M TOCYAapCTBa.

III.6. OOMeH mepcoHANBPHBIMHA JAaHHBIMH TIpU UX 00paboTke B HHGOPMAIMOHHBIX CHCTEMax
OCYIIECTBIIIETCS [0 KaHalaM CBS3WM, 3allliTa KOTOPBIX OOecredymBaeTcs IyTeM pealn3aluu
COOTBETCTBYIOIINX OPTaHH3AIMOHHBIX MEpP, a TaKXKe MPUMEHEHHs TeXHHYECKHX W (WMJIM) MPOTPaMMHBIX
CpPEJICTB.

II1.7. Pa3zmemenre nHGOPMAIMOHHBIX CUCTEM, CIIEIHAIILHOE O0OPYAOBaHUE M OXpaHa NOMEIUICHUU, B
KOTOPBIX BeeTcs paboTa ¢ mepCcOHaIbHBIMU TaHHBIMHU, OPTaHU3AIINS PEXIMa 00eCTIeueHUs
0€30IacHOCTH B ITHUX MOMEIIEHUSX JOJDKHBI 00ECIeYMBATh COXPAHHOCTh HOCUTENEH MEepCOHANBHBIX
JaHHBIX M CPEICTB 3aIIMTHl MH(pOpPManuH, a TakXKe HCKIIYaTh BO3MOXKHOCTb HEKOHTPOJIHPYEMOTO
MIPOHUKHOBEHHS WM MTPEOBIBAHUS B ITHX TIOMEIIEHUSIX TOCTOPOHHMX JIUII.

III.8. be3omacHOCTh TEpPCOHANBHBIX MAHHBIX TPH HX 00paboTke B WHOOPMAIMOHHOW CHCTEME
MEPCOHANBHBIX JAHHBIX 00€CIeYrBaeT CIIECIUAINCT, OTBETCTBEHHBIN 3a oOecnieueHre 0€30IacHOCTH
MH(POPMAITMOHHBIX CHCTEM ITEPCOHANBHBIX JaHHBIX .

IV. TPEBOBAHMUSI 110 OBECIIEHEHUIO BE3OITACHOCTH

IV.1. Ilpu 06paboTke mepcoOHANBHBIX JaHHBIX B MH)OPMAIOHHOM CHCTEME JOKHO OBITh 00eceueHo:
IV.1.1. npoBenenne MepoTpHUITHI, HATIPABJIEHHBIX Ha MPEJOTBpAIIeHNEe HECAHKLINOHUPOBAHHOTO
JIOCTyTIa K TIEPCOHATIBHBIM JaHHBIM U (MJIN) Tepeladyy uX JIMIaM, He UMEIOIIIM IIpaBa JIOCTyMa K TaKoi
uHpopMaImu;

IV.1.2. cBoeBpeMeHHOE 0OHapyKeHUe (PaKTOB HECAHKIIMOHUPOBAHHOTO JOCTYIIA K TIEPCOHATBHBIM
JTAaHHBIM;

IV.1.3. HemonymieHre BO3ACHCTBIS Ha TEXHUIECKUE CPEICTBA aBTOMATH3UPOBAHHON 00pabOTKH
MIEPCOHANLHBIX IaHHBIX, B PE3YJIbTaTe KOTOPOT'0 MOKET OBITh HAPYIIIEHO WX (PYHKITMOHUPOBAHUE;



IV.1.4. BO3MOKHOCTH HE3aMeUTUTEIHHOTO BOCCTAHOBIICHHSI TIEPCOHAIBHBIX JAHHBIX,
MOJTU(PHUIMPOBAHHBIX MM YHUYTOKEHHBIX BCIIEJICTBHE HECAHKITHOHUPOBAHHOTO JIOCTYIIA K HUM;

IV.1.5. mocTostHHBIN KOHTPOJIb HaJ obecriedeHHeM YPOBHS 3aIIHUIIICHHOCTH MEPCOHATBHBIX JaHHBIX.
IV.2. MepomnpusTus 1o o0ecTieueHNI0 0€30TTaCHOCTH MTEPCOHANBHBIX JaHHBIX TP UX 00paboTKe B
MH()OPMAIIMOHHBIX CUCTEMaX BKIFOYAIOT B CeOs:

IV.2.1. onpenenenue yrpo3 6€30MacHOCTH NEPCOHATIBHBIX JaHHBIX MPHU X 00paboTke, GopMHUpOBaHHE HA
HX OCHOBE MOJICITH YTPO3;

IV.2.2. pa3zpaboTky Ha OCHOBE MOJAEIH YIPO3 CHCTEMBl 3allUTHl MNEPCOHAIBHBIX JAHHBIX,
o0ecrieunBaloell HEUTpaIM3aUUIO MPEANONaraéMblX yrpo3 € HCIOJB30BaHHEM METOIOB M CHOCOOOB
3aIUTHI IEPCOHANBHBIX JaHHBIX, MPETYCMOTPEHHBIX JJIS COOTBETCTBYIOIIETO Ki1acca MH(QOPMAIMOHHBIX

CHCTEM;

IV.2.3. mpoBepKy TOTOBHOCTH CPEICTB 3allUThl HHGOPMAIMM K HCIOJB30BAHUIO C COCTaBJICHHEM
3aKITFOYEHHIH O BO3ZMOXXHOCTH MX IKCILTyaTallHu;

IV.2.4. ycraHOBKYy M BBOJI B OJKCIUIyaTalHI0 CPEJACTB 3allUThl WHQOPMAIMM B COOTBETCTBHU C
9KCIUTYyaTallMOHHOW M TEXHUYECKON TOKyMEHTaINeH;

IV.2.5. oOyueHwe nWI, WCHONB3YIOIIMX CpPEACTBa 3alUTHl HWHDOpPMANWu, TpUMEHSEMbIe B
“H(POPMAITMOHHBIX CHCTEMaX, IpaBUiaM paboThl C HUMU;

IV.2.6. yd4er mnpUMEHSEMBIX CPENCTB 3allUThl HWH(POPMAIUHM, HKCIUTyaTallHOHHONM W TEXHUYECKOU
JIOKYMEHTAIMY K HUM, HOCHTEJICH MePCOHATBHBIX JTaHHBIX;

IV.2.7. yuer nuu, JOMYIIEHHBIX K paboTe ¢ NepCOHATBHBIME JaHHBIMU B HHPOPMAITMOHHOH cHUCTEME;
IV.2.8. KOHTPOJIb IO COOJIOICHHIO YCIOBUH UCIIOIB30BaHHS CPEACTB 3AIUTH HHPOPMAIIUH,
MIpeTyCMOTPEHHBIX SKCIUTyaTallMOHHON M TEXHHYECKOW JOKYMEHTAINH

IV.2.9. pa3buparensCTBO U COCTABICHUE 3aKIIOUCHUH 110 (paKTaM HECOOIOACHUS YCIOBUI XpaHEHHS
HOCHUTEJICH NepCOHANBHBIX JaHHBIX, UCTIOJIb30BAHUS CPENICTB 3alIUThl HHPOPMAIHH, KOTOPhIE MOTYT
MIPUBECTU K HAPYIICHUIO KOH(PHUIEHITMATLHOCTH EPCOHATBHBIX JaHHBIX WIN APYTUM HAPYIICHHUSM,
MIPUBOISIIAM K CHYDKEHUIO YPOBHS 3all[UIIICHHOCTH MMEPCOHANBHBIX JaHHBIX, Pa3pad0TKy U MPHHSATHE MEP
IO TPEIOTBPAIICHUIO BO3MOXKHBIX OITACHBIX MTOCIICACTBHIA OJOOHBIX HAPYIICHHIA;

IV.2.10. onucanue CUCTEMBI 3aIIUTHI IEPCOHANBHBIX TAHHBIX.

IV.3. OcyiecTBieHHe MEPONPUATHIA MO0 00ECICUCHUI0 0E30MacHOCTH MEPCOHAIBHBIX JAHHBIX TPH HX
00paboTke B MHGOPMANMOHHOW CHCTEME YIOJHOMOYEHHBIM JIMIIOM BO3JIaraeTcsi Ha aJIMHHHCTpPATOpa
MBOY r. Actpaxanu «OOLL Ne 16%.

IV.4. Criucox nuil, IMEIOIMX JIOCTYI K MEPCOHATBHBIM JIAHHBIM, YITOJTHOMOYEHHBIX Ha 00pa0OTKy 3THX
JIAHHBIX U HECYIIUX OTBETCTBEHHOCTh B COOTBETCTBUU C 3aKOHOJATENBCTBOM Poccuiickoin denepanuu 3a
HapylIeHne pekrMa 3alUThl MePCOHATBHBIX IaHHBIX, YTBEPXKAAeTCs MpuKa3oM aupekropa MBOY r.
Actpaxanu «OOIL Ne 16».

IV.5. Coeunanuctel MBOY r. Actpaxanu «OOIIl Ne 16», KOTOpBIM IOCTYI K MEPCOHAIBHBIM JTaHHBIM,
00pabaTpiBaéMBIM B HH(POPMAIMOHHOW CHCTEME, HEOOXOIWM IS BBHITIOJHEHUS WMH CITY)KeOHBIX
00s13aHHOCTEH (majee — TIOJIE30BATENH), JUIA TIOMyYeHHUS MOCTynma K WH()OPMAIMOHHOW CHCTEME
HamnpaBISIOT MHUCHPMEHHBIH 3alpoc Ha WM OTBETCTBEHHOTO 3a obecmedeHne Oe30MacHOCTH
MIEPCOHANBHBIX TAaHHBIX.

IV.6. Ilpu oOHapyXeHWH HapyUIEHWH TOpSIKa TPEJOCTABIICHUS IEPCOHATBHBIX  JTaHHBIX
YIOJIHOMOYEHHOE JIMIIO HEe3aMEJTUTEIbHO NPUOCTAHABIMBACT MPENOCTABICHIE MMEPCOHATBHBIX JaHHBIX
N0JIb30BaTeNsIM MHGQOPMAIIMOHHOW CHUCTEMBI JIO BBISBICHUS NMPUYHMH HAPYIICHUH M YCTPaHEHHUS ITHX
MIPUYHH.

IV.7. Unble TpeboBaHus 0 00ecIIeUeHUI0 0e30MacHOCTH HH()OPMAIMU B CPEACTB 3aIUThl HHPOpMauu
B MBOY r. Actpaxanu «OOLL Ne 165 BBIONHSIOTCS B COOTBETCTBUH € TpeOOBaHUAMHE (heepabHbBIX
OpPTraHOB UCIIOJIHUTEIILHOM BIACTH U OPTaHOB MCIOJHUTEIHHON BIACTH ACTpaXxaHCKOH 00JacTH.
[Ipunosxenue: Jluct oznakomenus ¢ «llomoxxernem 06 obecrieueHNH 6€30MaCHOCTH TIEPCOHATBHBIX
JAHHBIX IpH UX 00paboTke B MH(POPMAIMOHHOI CHCTEME MTEPCOHATBHBIX TaHHBIX ).



